3GPP TSG SA WG3 (Security) Meeting #95bis
S3-191895
Sapporo (Japan) 24-28 June, 2019
revision of S3-19xabc
Source
:
NEC

Title
:
New Key Issue on Identification of Multiple NPN Subscriptions 
Document for
:
Approval
Agenda Item
:
8.15
1
Decision/action requested

This pCR proposes a key issue for study item on security for 5GS enhanced support of Vertical and LAN Services (TR 33.819).
2
References

[1]
3GPP TS 22.261 Service requirements for the 5G system
3
Rationale

According to TS 22.261 [1], Non-public networks may be deployed as completely standalone networks, they may be hosted by a PLMN, or they may be offered as a slice of a PLMN. The SA2 study has been completed and in a number of the solutions, it is assumed that a UE can hold subscriptions to multiple NPNs. In SA3, it is defined that subscription identifiers are always stored on the USIM. Whereas this might not be strictly necessary for NPNs. If there are multiple subscription for a UE, it is necessary to define how the UE responds if the call events on these subscription occurs simultaneously. UE should get access to the respective NPNs. Therefore this pCR highlights the handling of multiple NPN subscription’s potential security requirements that need to be considered in TR 33.819. 
4
Detailed proposal

*** START OF CHANGE ***
5.x
Key Issues on NPN subscription

5.x.1
Key Issue #x: Identification of multiple NPN subscriptions

5.x.1.1
Key issue details

The UE can be connected to multiple NPNs, hence UE can have multiple NPN subscriptions. With NPN, a user can have multiple subscriptions which consist of operator subscriptions and specific NPN subscriptions. 

This key issue is related to identifying multiple NPN subscriptions in the NPN. If an NPN is provided by a PLMN, then the PLMN ID is common between them, thus PLMN ID by itself is no longer sufficient to identify separate subscriptions to the PLMN and NPN. If the UE subscribes to multiple NPNs (irrespective of whether they are provided by the same/different PLMN(s) or standalone), then the subscription to different NPNs needs to be identified separately. Therefore this key issue highlights the need for unique identification of multiple NPN subscriptions in the UE.
5.x.1.2
Security threats

The UE needs to be able to uniquely identify the subscription to PLMN and one or more NPNs. Otherwise the UE cannot apply separate security handling appropriate to each subscription. If an NPN is provided as a slice in, or a part of an MNO, then PLMN ID is common between them, thus PLMN ID alone can no longer identify the subscription and service (i.e. PLMN or NPN represented by a slice in a PLMN). If the UE is subscribed to multiple NPNs, unique information is needed to identify the service. Otherwise, the UE is not able to receive the requested PLMN or NPN services.  Also, user privacy protection mechanism needs to be in place to conceal the NPN subscription identifier.

5.x.1.3
Potential security requirements

The 5G system shall support the unique identification of multiple NPN Subscriptions. 

The 5G system shall support the user privacy with respect to the subscribed NPN services.

*** END OF CHANGE ***
